
Tutorial 7 (Authentication and Key Distribution)

In this tutorial, we will complete some practical exercises on digital certificates.

🔐  Introduction: What Are Digital Certificates?

Digital certificates are a core component of modern internet security.

They are used to:

✅  Authenticate the identity of websites and servers

✅  Establish encrypted channels (e.g. HTTPS/TLS)

✅  Enable trust without sharing secrets in advance

Most secure protocols today — including HTTPS, TLS, VPNs, and code signing — rely

on digital certificates to prevent impersonation and man-in-the-middle attacks.

📄  What Is a Digital Certificate?

A digital certificate is a structured, signed document that binds a public key to a

verified identity (such as a domain name or an organization).

It follows the X.509 standard and is typically issued by a Certificate Authority

(CA).

🔍  What Does a Certificate Contain?

A digital certificate includes key fields required to verify identity and establish secure

connections. Here's a simplified overview:

Field Description

Subject The identity being certified (e.g., domain)

Issuer The Certificate Authority (CA) that issued it

Public Key Used to establish secure communication

Validity Period Start and end time for certificate validity

Serial Number Unique identifier for the certificate

Signature CA's cryptographic signature over the contents

🔎  Note: Real certificates include additional fields (e.g., extensions,

key usage, algorithms) that control behavior and compatibility across

systems.

🧪  Common Formats You Will Encounter
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.pem  — Base64-encoded certificate, used by OpenSSL, Apache, Nginx

.cer  — Can be PEM or DER (binary); used in Windows and Java environments

.crt  — Often identical to .pem ; varies by convention

🎯  Why This Matters

If you work with secure websites, APIs, VPNs, or authentication protocols, you must

understand how certificates:

Prove identity

Enable encryption

Fail when expired, revoked, or tampered with

📘  In This Tutorial

You will:

Examine and decode real certificate files

Understand the differences between .pem , .cer , .crt , and .der
Use OpenSSL to parse, validate, and convert certificates

Learn how integrity and trust are established using certificate chains

1) Exploring Digital Certificates

a) Using OpenSSL

OpenSSL is a command-line tool that can be used to display the contents of an

X.509 certificate. We provide a certificate file: whoami.pem . Use openssl x509 
-help  to find out how to display the certificate in a human-readable format. Then,

answer the following questions:

Who is the issuer? Look up the organization.

Who is the subject (i.e., the certified entity)?

What is the algorithm used for the public key?

What is the key length?

Are Certificate Revocation Lists (CRLs) defined?

Is Online Certificate Status Protocol (OCSP) defined?

What hash function is used for the signature?

!openssl x509 -in whoami.pem -text -nooutIn [11]:
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Certificate:
   Data:
       Version: 3 (0x2)
       Serial Number:
           72:ea:64:de:cb:5f:12:bf:fe:29:04:ad:30:8b:dd:ca:9d:d9:e3:9e
       Signature Algorithm: sha256WithRSAEncryption
       Issuer: C=BM, O=QuoVadis Limited, CN=QuoVadis Global SSL ICA G3
       Validity
           Not Before: Mar  9 05:53:39 2018 GMT
           Not After : Mar  9 06:03:00 2020 GMT
       Subject: C=AU, ST=New South Wales, L=Sydney, O=The University of S
ydney, OU=Information and Communications Technology, CN=*.sydney.edu.au
       Subject Public Key Info:
           Public Key Algorithm: rsaEncryption
               Public-Key: (2048 bit)
               Modulus:
                   00:b2:28:4e:6d:7b:2e:c0:ef:dc:f9:4a:5f:a9:38:
                   ef:6d:37:3e:00:96:5a:bf:b7:91:01:c4:27:af:23:
                   82:f6:a3:15:fc:5f:eb:6c:59:42:a7:2a:a4:bd:22:
                   c4:8e:c8:dd:73:b9:68:a9:e0:58:35:04:ec:42:91:
                   26:4e:58:37:ea:14:cd:a6:c7:1b:26:fe:fe:43:91:
                   94:8f:50:56:99:ec:2a:d4:93:9b:08:81:a9:a2:63:
                   85:72:a8:54:0d:77:25:1c:62:1d:e0:97:e9:5a:99:
                   94:6c:e7:75:b2:dc:44:6f:83:c3:33:a7:a8:e1:91:
                   99:03:8e:c9:0f:a5:a4:68:7e:61:64:41:07:55:36:
                   32:e1:f6:a7:89:8a:d3:be:71:42:1d:08:a9:48:c2:
                   a7:96:88:1a:06:0a:d1:61:e4:60:2d:46:bd:44:0c:
                   2b:4e:eb:bc:6b:1e:2c:97:64:45:10:4d:76:84:0a:
                   32:89:1a:4a:1e:e5:16:7d:7c:c4:4b:0f:a0:64:1e:
                   b2:74:22:96:e3:df:c9:ad:43:0d:b4:72:5a:b9:c0:
                   4d:bc:cf:e1:72:ea:79:b2:37:f6:4e:cd:85:cf:ae:
                   c7:a4:8c:c5:4e:e2:ca:25:b0:60:1d:c7:b2:51:98:
                   22:b0:af:bb:fd:52:40:bd:1f:14:2f:2f:15:59:b7:
                   1a:e5
               Exponent: 65537 (0x10001)
       X509v3 extensions:
           X509v3 Basic Constraints: 
               CA:FALSE
           X509v3 Authority Key Identifier: 
               B3:12:89:B5:A9:4B:35:BC:15:00:F0:80:E9:D8:78:87:F1:13:7C:7
6
           Authority Information Access: 
               CA Issuers - URI:http://trust.quovadisglobal.com/qvsslg3.c
rt
               OCSP - URI:http://ocsp.quovadisglobal.com
           X509v3 Subject Alternative Name: 
               DNS:*.sydney.edu.au, DNS:sydney.edu.au
           X509v3 Certificate Policies: 
               Policy: 1.3.6.1.4.1.8024.0.2.100.1.1
                 CPS: http://www.quovadisglobal.com/repository
           X509v3 Extended Key Usage: 
               TLS Web Client Authentication, TLS Web Server Authenticati
on
           X509v3 CRL Distribution Points: 
               Full Name:
                 URI:http://crl.quovadisglobal.com/qvsslg3.crl

           X509v3 Subject Key Identifier: 
               A9:65:57:67:6B:79:41:73:CA:83:9A:4D:DE:92:3E:68:C3:6E:93:3
D
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           X509v3 Key Usage: critical
               Digital Signature, Key Encipherment
           CT Precertificate SCTs: 
               Signed Certificate Timestamp:
                   Version   : v1 (0x0)
                   Log ID    : BB:D9:DF:BC:1F:8A:71:B5:93:94:23:97:AA:92:
7B:47:
                               38:57:95:0A:AB:52:E8:1A:90:96:64:36:8E:1E:
D1:85
                   Timestamp : Mar  9 06:03:39.513 2018 GMT
                   Extensions: none
                   Signature : ecdsa-with-SHA256
                               30:46:02:21:00:E1:B5:97:7F:1A:3C:BB:2C:DE:
64:A2:
                               44:97:C1:A4:62:01:D3:83:27:18:75:F2:22:FB:
93:A9:
                               C1:BC:93:F2:54:02:21:00:D6:7A:91:E4:DD:B3:
2C:9C:
                               30:95:DA:6F:EC:D9:E3:B0:89:FC:D5:9F:18:C3:
B5:9A:
                               E3:EA:13:35:BE:E2:70:BC
               Signed Certificate Timestamp:
                   Version   : v1 (0x0)
                   Log ID    : A4:B9:09:90:B4:18:58:14:87:BB:13:A2:CC:67:
70:0A:
                               3C:35:98:04:F9:1B:DF:B8:E3:77:CD:0E:C8:0D:
DC:10
                   Timestamp : Mar  9 06:03:39.549 2018 GMT
                   Extensions: none
                   Signature : ecdsa-with-SHA256
                               30:45:02:21:00:A0:A4:A6:1E:3B:AE:D6:6F:69:
11:10:
                               D4:75:C9:FC:EF:D2:50:1F:70:89:CC:06:95:3E:
FC:FF:
                               AC:B4:05:58:D9:02:20:0B:08:20:F8:7C:EB:8D:
E5:80:
                               83:43:67:D1:CF:F0:7E:A2:0E:A7:D5:0B:21:F4:
9B:41:
                               DD:21:3C:76:4C:12:35
               Signed Certificate Timestamp:
                   Version   : v1 (0x0)
                   Log ID    : 56:14:06:9A:2F:D7:C2:EC:D3:F5:E1:BD:44:B2:
3E:C7:
                               46:76:B9:BC:99:11:5C:C0:EF:94:98:55:D6:89:
D0:DD
                   Timestamp : Mar  9 06:03:40.220 2018 GMT
                   Extensions: none
                   Signature : ecdsa-with-SHA256
                               30:45:02:20:37:21:0C:C7:FD:25:D3:08:C0:C6:
B4:99:
                               08:7F:84:08:9F:0E:0D:13:0A:11:CE:B5:89:A9:
F2:98:
                               FC:AD:2F:E9:02:21:00:F4:CD:FF:0B:E2:0D:ED:
8F:57:
                               84:A0:42:DC:D2:31:0E:7F:C4:B2:06:84:3C:8D:
10:A2:
                               0E:A7:3F:7A:75:11:5E
               Signed Certificate Timestamp:
                   Version   : v1 (0x0)
                   Log ID    : 6F:53:76:AC:31:F0:31:19:D8:99:00:A4:51:15:
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FF:77:
                               15:1C:11:D9:02:C1:00:29:06:8D:B2:08:9A:37:
D9:13
                   Timestamp : Mar  9 06:03:40.362 2018 GMT
                   Extensions: none
                   Signature : ecdsa-with-SHA256
                               30:44:02:20:38:35:1B:72:CB:A4:83:AE:80:BE:
66:29:
                               89:73:04:FF:B9:9C:87:E5:11:77:CD:7B:96:DE:
E1:D3:
                               3A:66:F7:2C:02:20:66:AB:EC:6C:94:74:C5:5A:
A2:CA:
                               6A:18:17:99:E3:93:7E:10:EB:35:62:99:55:CC:
0B:ED:
                               87:87:FB:76:AC:5C
   Signature Algorithm: sha256WithRSAEncryption
   Signature Value:
       5d:2d:93:00:91:74:81:ae:83:4f:70:6b:67:64:09:47:73:c2:
       a9:ee:0f:28:0e:68:0d:93:59:09:56:27:94:ba:d9:10:d7:d7:
       7c:3f:7b:5f:22:42:92:d0:ef:46:24:35:47:9a:40:17:2c:7b:
       80:c1:4b:5c:42:59:d8:70:da:b4:a8:4e:c0:4d:9f:b1:7d:bd:
       c3:55:84:67:bf:f4:d1:27:83:11:94:45:a5:88:1a:3f:20:d5:
       de:f5:72:cf:6f:0d:90:08:97:f1:19:55:f9:01:d5:ae:15:6d:
       58:3f:c6:36:5a:d0:6c:ad:d3:fc:58:c8:f6:a8:80:e1:2c:77:
       e3:4c:45:96:0e:be:e1:26:16:eb:d5:21:f2:4c:17:41:28:3e:
       18:0c:84:cb:81:3a:fb:af:3c:19:a8:fa:08:72:e8:de:e6:96:
       63:3d:14:5b:41:b9:30:1b:c2:7a:2b:99:f2:a4:cb:97:8a:b5:
       b9:6b:f6:bc:98:7d:23:53:22:07:58:d5:85:6e:c2:2b:5a:99:
       36:86:f8:54:4b:35:01:f2:99:9f:b5:a9:3b:dd:9e:27:78:e8:
       99:1e:ef:f7:31:2e:96:56:fd:30:85:b0:1a:4b:bf:e2:cc:87:
       4b:1e:e4:50:86:2b:74:3f:3b:35:50:49:4c:36:71:6f:57:b5:
       0b:0a:89:e6:5f:bd:5b:82:f5:01:aa:a7:3e:0c:86:7d:0a:9d:
       0b:7f:b1:96:5f:3e:da:af:90:de:e4:eb:cd:76:60:e3:a1:2f:
       af:4a:09:40:b1:0c:a7:9a:75:cb:fc:c5:54:0a:f7:04:fb:2f:
       b1:14:fb:af:4b:ce:74:33:e5:43:54:b5:0f:b9:51:5a:8b:ef:
       b0:9b:6b:78:70:6e:a1:36:35:37:f9:0a:f4:ab:e5:7f:99:da:
       fc:e3:d3:68:a9:0a:98:e4:41:7e:49:b5:95:d7:14:03:18:c1:
       15:0b:91:2c:21:98:bd:58:91:81:87:b0:1d:fa:49:5f:46:6f:
       01:d1:29:2c:24:31:ab:06:03:f2:d4:d6:2c:48:3c:d1:8a:38:
       22:70:f3:4e:17:57:21:37:3e:12:93:c3:1e:60:0d:53:90:ba:
       a2:cd:1c:4a:31:1c:72:77:7d:9a:e5:d8:ee:33:b7:14:1c:94:
       f0:7e:d3:c0:5b:d8:08:65:49:9c:25:1a:b3:6b:20:b0:d3:f7:
       fd:e1:9f:57:69:de:5f:c6:e6:5a:58:62:b9:f9:77:33:df:54:
       8d:a0:7f:a6:af:82:a4:4d:fa:bc:eb:05:6a:63:cb:25:0a:72:
       71:cc:f3:2f:05:36:58:cd:25:87:b6:45:13:fc:19:e2:6a:c3:
       3f:62:aa:2d:8f:7f:e4:07

Solution:

Who is the issuer? QuoVadis Limited

Who is the subject (the certified entity)? The University of Sydney

What is the algorithm of the public key? RSA Encryption

What is the key length? 2048 bits

Are CRLs defined? Yes, a URL is given:

http://crl.quovadisglobal.com/qvsslg3.crl

Is OCSP defined? Yes, a URL is given: http://ocsp.quovadisglobal.com
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What hash function is used for the signature? SHA256

b) Let's try one more: fred.cer

Credit: Applied Crypto by Bill Buchanan

Examine the certificate and find the following information:

Serial number

Effective date

Name (i.e., the Subject)

Issuer

What is the CN (Common Name) used for?

What is the OU (Organizational Unit) used for?

What is the O (Organization) used for?

What is the L (Locality) used for?

Note:

The fred.cer  file is in DER (Distinguished Encoding Rules) format, a

binary encoding often used with .cer  extensions.

This differs from the .pem  format we examined earlier, which is a

Base64-encoded version of the certificate wrapped with -----
BEGIN CERTIFICATE-----  and -----END CERTIFICATE-----
markers.

PEM is human-readable; DER is not. Tools like openssl  can be used

to decode .cer  files for analysis.

!openssl x509 -in fred.cer -text -nooutIn [2]:
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Certificate:
   Data:
       Version: 3 (0x2)
       Serial Number: 7350616 (0x702958)
       Signature Algorithm: sha1WithRSAEncryption
       Issuer: C=GB, ST=Lothian, L=Edinburgh, O=Nowhere, emailAddress=fre
d@home, OU=None, CN=Fred Smith
       Validity
           Not Before: Apr 24 20:18:42 2008 GMT
           Not After : Apr 24 20:18:42 2010 GMT
       Subject: C=GB, ST=Lothian, L=Edinburgh, O=Nowhere, emailAddress=fr
ed@home, OU=None, CN=Fred Smith
       Subject Public Key Info:
           Public Key Algorithm: rsaEncryption
               Public-Key: (1024 bit)
               Modulus:
                   00:ca:62:fb:39:a9:a6:2a:78:db:14:4f:6a:f8:e1:
                   8c:90:bc:a8:97:f5:74:2e:cb:27:90:23:f3:f8:80:
                   5e:e5:a6:73:52:a4:f8:59:c1:0e:e2:18:54:a2:ce:
                   d8:d4:d5:79:98:c0:b7:7b:6a:b4:15:e8:17:48:d2:
                   3a:56:ea:3d:9d:ec:f2:35:2a:a5:88:77:eb:ba:de:
                   65:dc:02:26:cc:0c:d1:6e:c2:9b:ac:07:e0:b8:bc:
                   94:e6:fe:1e:30:77:aa:b7:af:05:1c:e6:4f:94:ea:
                   2c:fa:e6:5b:e1:cd:76:d7:18:1a:72:bd:4d:7e:46:
                   9a:8f:7a:b0:14:f5:e5:f1:e1
               Exponent: 65537 (0x10001)
       X509v3 extensions:
           Netscape SSL Server Name: 
               www.abylonsoft.de
   Signature Algorithm: sha1WithRSAEncryption
   Signature Value:
       af:e1:b7:cf:a8:66:32:4a:22:89:31:e3:05:5a:89:25:87:9f:
       ad:40:1b:ec:3b:72:b4:e7:22:51:62:58:d9:ed:30:8a:97:5e:
       ac:06:7f:d1:31:5e:20:ce:f7:57:75:ec:80:8b:69:fe:ab:b0:
       4d:c4:a7:d9:43:15:26:fd:f5:89:26:ab:bf:23:0a:fd:e1:0a:
       95:da:2d:e0:b2:f8:91:21:5e:d0:16:68:9e:53:e5:2a:69:5b:
       0a:5e:02:e6:79:a5:47:ed:d5:c0:26:6a:bb:0f:49:b6:ec:3f:
       b3:21:f2:e9:f2:ad:f0:a6:e4:0e:79:e6:63:18:97:6b:aa:6c:
       bd:a4

Solution:

Serial number: 7350616

Effective date: Apr 24 20:18:42 2008 GMT

Name (i.e., The Subject): Fred Smith

Issuer:

What does CN stand for: Common Name

What does OU stand for: Organisational Unit

What does O stand for: Organisation

What does L stand for: Location

Read about the various attributes here

2) Exploring Digital Certificates in the Internet

18/09/2026, 10:40 Tutorial_7_Solutions

file:///Users/tdah5330/Downloads/Tutorial_7_Solutions.html 7/25

https://docs.oracle.com/cd/E24191_01/common/tutorials/authz_cert_attributes.html#p_authz_cert_attributes_conf


openssl  can also be used to download and inspect certificates from a web server.

The command

openssl s_client -connect x.com:443  will display all certificates used by

x.com .

Run the tool to inspect the certificate configurations of the following organisations

and answer the questions below:

Which Certificate Authorities (CAs) are used by microsoft.com , x.com , and

my.gov.au ?

Note: It is sufficient to inspect the first few lines of the output.

Are intermediate certificates used? Speculate why.

Note: Again, the first few lines of the output should be enough.

Tip: After running the command, you may need to stop it manually using Ctrl+C  (in

the command line) or the Stop button if using a Jupyter notebook cell.

!openssl s_client -connect x.com:443In [3]:
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Connecting to 172.66.0.227
CONNECTED(00000003)
depth=2 C=US, O=Internet Security Research Group, CN=ISRG Root X1
verify return:1
depth=1 C=US, O=Let's Encrypt, CN=E7
verify return:1
depth=0 CN=x.com
verify return:1
---
Certificate chain
0 s:CN=x.com
  i:C=US, O=Let's Encrypt, CN=E7
  a:PKEY: EC, (prime256v1); sigalg: ecdsa-with-SHA384
  v:NotBefore: May 28 06:29:59 2026 GMT; NotAfter: Aug 26 06:29:58 2026 G
MT
1 s:C=US, O=Let's Encrypt, CN=E7
  i:C=US, O=Internet Security Research Group, CN=ISRG Root X1
  a:PKEY: EC, (secp384r1); sigalg: sha256WithRSAEncryption
  v:NotBefore: Mar 13 00:00:00 2024 GMT; NotAfter: Mar 12 23:59:59 2027 G
MT
---
Server certificate
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
subject=CN=x.com
issuer=C=US, O=Let's Encrypt, CN=E7
---
No client certificate CA names sent
Peer signing digest: SHA256
Peer signature type: ecdsa_secp256r1_sha256
Negotiated TLS1.3 group: X25519MLKEM768
---
SSL handshake has read 3484 bytes and written 1627 bytes
Verification: OK
---
New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Protocol: TLSv1.3
Server public key is 256 bit
This TLS version forbids renegotiation.
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Compression: NONE
Expansion: NONE
No ALPN negotiated
Early data was not sent
Verify return code: 0 (ok)
---
^C

!openssl s_client -connect microsoft.com:443In [5]:
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Connecting to 150.171.109.25
CONNECTED(00000003)
depth=3 C=US, O=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root 
G2
verify return:1
depth=2 C=US, O=Microsoft Corporation, CN=Microsoft TLS RSA Root G2
verify return:1
depth=1 C=US, O=Microsoft Corporation, CN=Microsoft TLS G2 RSA CA OCSP 04
verify return:1
depth=0 C=US, ST=WA, L=Redmond, O=Microsoft Corporation, CN=microsoft.com
verify return:1
---
Certificate chain
0 s:C=US, ST=WA, L=Redmond, O=Microsoft Corporation, CN=microsoft.com
  i:C=US, O=Microsoft Corporation, CN=Microsoft TLS G2 RSA CA OCSP 04
  a:PKEY: RSA, 2048 (bit); sigalg: sha384WithRSAEncryption
  v:NotBefore: Jun 23 09:04:17 2026 GMT; NotAfter: Dec 20 09:04:17 2026 G
MT
1 s:C=US, O=Microsoft Corporation, CN=Microsoft TLS G2 RSA CA OCSP 04
  i:C=US, O=Microsoft Corporation, CN=Microsoft TLS RSA Root G2
  a:PKEY: RSA, 4096 (bit); sigalg: sha384WithRSAEncryption
  v:NotBefore: Aug  1 20:02:59 2025 GMT; NotAfter: Jun  3 20:02:59 2029 G
MT
2 s:C=US, O=Microsoft Corporation, CN=Microsoft TLS RSA Root G2
  i:C=US, O=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root G2
  a:PKEY: RSA, 4096 (bit); sigalg: sha384WithRSAEncryption
  v:NotBefore: May 21 00:00:00 2025 GMT; NotAfter: Jun 19 23:59:59 2029 G
MT
3 s:C=US, O=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root G2
  i:C=US, O=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root G2
  a:PKEY: RSA, 2048 (bit); sigalg: sha256WithRSAEncryption
  v:NotBefore: Aug  1 12:00:00 2013 GMT; NotAfter: Jan 15 12:00:00 2038 G
MT
---
Server certificate
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-----END CERTIFICATE-----
subject=C=US, ST=WA, L=Redmond, O=Microsoft Corporation, CN=microsoft.com
issuer=C=US, O=Microsoft Corporation, CN=Microsoft TLS G2 RSA CA OCSP 04
---
No client certificate CA names sent
Peer signing digest: SHA256
Peer signature type: rsa_pss_rsae_sha256
Peer Temp Key: ECDH, prime256v1, 256 bits
---
SSL handshake has read 11420 bytes and written 2003 bytes
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Verification: OK
---
New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Protocol: TLSv1.3
Server public key is 2048 bit
This TLS version forbids renegotiation.
Compression: NONE
Expansion: NONE
No ALPN negotiated
Early data was not sent
Verify return code: 0 (ok)
---
---
Post-Handshake New Session Ticket arrived:
SSL-Session:
   Protocol  : TLSv1.3
   Cipher    : TLS_AES_256_GCM_SHA384
   Session-ID: A1EAB97C6861E0ED33F83E631293A790A865AB37B303F3ACA585DE148C
6F32E7
   Session-ID-ctx: 
   Resumption PSK: 88A076F0BD4F535A3A3121FDE2F49D008A8CF7802A6C16F12A556F
398B882430829B37D0B11A3A8CD31026DCDC58B5EB
   PSK identity: None
   PSK identity hint: None
   SRP username: None
   TLS session ticket lifetime hint: 36000 (seconds)
   TLS session ticket:
   0000 - 53 59 44 32 38 2d 30 37-31 33 54 30 30 3a 30 30   SYD28-0713T0
0:00
   0010 - 90 db 1c f8 c0 4d c6 d7-55 5a 2a df e4 e9 3a 82   .....M..UZ
*...:.
   0020 - a5 b6 35 2d e1 f3 18 cb-84 1a d0 af 32 f8 0c 75   ..5-........
2..u
   0030 - 24 98 94 ae c2 8c ed 34-58 f3 43 91 dd af 1e 2b   $......4X.
C....+
   0040 - ea 6c 80 64 d5 62 67 73-c5 05 19 a1 7b 68 d4 a5   .l.d.bgs....
{h..
   0050 - 8b c2 55 f6 2c f1 60 8a-3e dd 3e 89 a1 51 0b 6b   ..U.,.`.>.>..
Q.k
   0060 - b2 30 af d7 d1 e1 6d d6-4b c5 3d cd 56 88 81 c0   .0....m.K.=.
V...
   0070 - e6 40 d3 fc 82 9a ac 1f-05 9c 35 45 32 7a 92 f6   .@........5E2
z..
   0080 - 74 32 e2 d7 27 40 bf 20-d7 d4 4b 4f c6 9a 19 95   t2..'@. ..K
O....
   0090 - ac d7 9a 51 66 60 da a7-40 14 ab 55 5d 10 cd bd   ...Qf`..@..
U]...
   00a0 - 27 8e 1a 3c 1b d4 39 66-67 c6 93 85 e8 e1 91 53   '..<..9f
g......S
   00b0 - 48 53 04 62 7f 95 ba 80-e0 10 81 db a8 f2 59 09   HS.
b..........Y.
   00c0 - fa 53 9c d9 33 59 b8 50-1e 36 18 2b 65 28 f1 52   .S..3Y.P.6.+e
(.R
   00d0 - 36 d9 f8 ea 05 70 bd 97-7c 16 98 1f 19 1a a6 c6   6....p..
|.......
   00e0 - 1f d4 29 76 8e 7b 50 a4-08 02 ab fb 9c 8f 0e 9d   ..)v.
{P.........

   Start Time: 1783915368
   Timeout   : 7200 (sec)
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   Verify return code: 0 (ok)
   Extended master secret: no
   Max Early Data: 0
---
read R BLOCK
---
Post-Handshake New Session Ticket arrived:
SSL-Session:
   Protocol  : TLSv1.3
   Cipher    : TLS_AES_256_GCM_SHA384
   Session-ID: 80CF80452ED4F0E27823C15BF4EE49B1159DAAE9B0115B525F2C870D15
61C386
   Session-ID-ctx: 
   Resumption PSK: 2FB14A3981B378ACDC8C7FA55E87619FC1FA30128A6BD293203B63
C32659E95E61EFB41029713347C3EDA513EDA394EC
   PSK identity: None
   PSK identity hint: None
   SRP username: None
   TLS session ticket lifetime hint: 36000 (seconds)
   TLS session ticket:
   0000 - 53 59 44 32 38 2d 30 37-31 33 54 30 30 3a 30 30   SYD28-0713T0
0:00
   0010 - 79 61 c7 e3 74 e3 c1 b0-c6 c6 39 9a b0 3c 0f 73   ya..t.....9..
<.s
   0020 - 5a 6f 19 b9 e0 33 d8 a6-47 cc 9b c3 a4 04 48 21   Zo...3..
G.....H!
   0030 - f1 95 a1 02 7d 95 d7 30-ad 98 b6 f9 b6 5c 7a f0   ....}..
0.....\z.
   0040 - 3f 16 ac ec a8 7d d4 01-30 e8 54 eb c0 7b d2 fa   ?....}..0.T..
{..
   0050 - 33 46 b6 50 aa 13 77 48-9b 9d 9a ac fb 28 ec 62   3F.P..wH.....
(.b
   0060 - c8 db cf ba 8d 40 7d 24-82 30 fd f1 f0 82 62 97   .....@}$.
0....b.
   0070 - d3 57 d1 92 1f b5 36 31-7a 40 e4 68 e5 5c fa 8e   .W....61z@.
h.\..
   0080 - 83 83 b5 ba 1a b6 21 2c-ed ea 9b b7 cb 7c 1c bc   ......!,.....
|..
   0090 - 56 3b d6 6e 0c 1b 5e 22-05 49 e8 0d 99 9f 0e 40   V;.n..^".
I.....@
   00a0 - 45 9c a3 6f 09 ba 44 e7-5a 55 47 ac 91 e7 42 1c   E..o..D.ZU
G...B.
   00b0 - 9d ef 02 10 66 ab 16 41-43 9a aa 46 7f 32 d2 a9   ....f..AC..F.
2..
   00c0 - eb aa 1b 69 7f b4 ed 88-86 23 2c dc 77 19 f3 97   ...i.....#,.
w...
   00d0 - df b0 3f 91 f4 f5 85 67-59 13 74 11 4e 2c e9 65   ..?....gY.t.
N,.e
   00e0 - db e7 9d 52 bb 00 59 ec-1d e3 54 06 d2 0a 77 f5   ...R..Y...
T...w.

   Start Time: 1783915368
   Timeout   : 7200 (sec)
   Verify return code: 0 (ok)
   Extended master secret: no
   Max Early Data: 0
---
read R BLOCK
closed
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!openssl s_client -connect my.gov.au:443In [6]:
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Connecting to 3.175.115.9
CONNECTED(00000003)
depth=2 C=US, O=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root 
G2
verify return:1
depth=1 C=US, O=DigiCert Inc, CN=DigiCert Global G2 TLS RSA SHA256 2020 CA
1
verify return:1
depth=0 C=AU, ST=Australian Capital Territory, L=Greenway, O=Services Aust
ralia, CN=*.my.gov.au
verify return:1
---
Certificate chain
0 s:C=AU, ST=Australian Capital Territory, L=Greenway, O=Services Austral

ia, CN=*.my.gov.au
  i:C=US, O=DigiCert Inc, CN=DigiCert Global G2 TLS RSA SHA256 2020 CA1
  a:PKEY: RSA, 2048 (bit); sigalg: sha256WithRSAEncryption
  v:NotBefore: May 21 00:00:00 2026 GMT; NotAfter: Dec  5 23:59:59 2026 G
MT
1 s:C=US, O=DigiCert Inc, CN=DigiCert Global G2 TLS RSA SHA256 2020 CA1
  i:C=US, O=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root G2
  a:PKEY: RSA, 2048 (bit); sigalg: sha256WithRSAEncryption
  v:NotBefore: Mar 30 00:00:00 2021 GMT; NotAfter: Mar 29 23:59:59 2031 G
MT
2 s:C=US, O=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root G2
  i:C=US, O=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root G2
  a:PKEY: RSA, 2048 (bit); sigalg: sha256WithRSAEncryption
  v:NotBefore: Aug  1 12:00:00 2013 GMT; NotAfter: Jan 15 12:00:00 2038 G
MT
---
Server certificate
-----BEGIN CERTIFICATE-----18/09/2026, 10:40 Tutorial_7_Solutions
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-----END CERTIFICATE-----
subject=C=AU, ST=Australian Capital Territory, L=Greenway, O=Services Aust
ralia, CN=*.my.gov.au
issuer=C=US, O=DigiCert Inc, CN=DigiCert Global G2 TLS RSA SHA256 2020 CA1
---
No client certificate CA names sent
Peer signing digest: SHA256
Peer signature type: rsa_pss_rsae_sha256
Negotiated TLS1.3 group: X25519MLKEM768
---
SSL handshake has read 5591 bytes and written 1615 bytes
Verification: OK
---
New, TLSv1.3, Cipher is TLS_AES_128_GCM_SHA256
Protocol: TLSv1.3
Server public key is 2048 bit
This TLS version forbids renegotiation.
Compression: NONE
Expansion: NONE
No ALPN negotiated
Early data was not sent
Verify return code: 0 (ok)
---
---
Post-Handshake New Session Ticket arrived:
SSL-Session:
   Protocol  : TLSv1.3
   Cipher    : TLS_AES_128_GCM_SHA256
   Session-ID: 52D383689556CDEDB3C8101728F2EFF36344897A15DF8ECAE0B00D3E33
B0FD22
   Session-ID-ctx: 
   Resumption PSK: C03297E6A930A3554FAEF47C2A3CB25961686E0A1AD9619F037D14
8848B85372
   PSK identity: None
   PSK identity hint: None
   SRP username: None
   TLS session ticket lifetime hint: 78512 (seconds)
   TLS session ticket:
   0000 - 01 31 37 38 33 39 30 37-34 39 34 30 30 30 00 00   .178390749400
0..
   0010 - 00 6c 33 6a 9d 24 89 7f-7a 09 0d 65 91 1e 8e c5   .l3j.$..z..
e....
   0020 - f9 0f 06 d3 2b 94 68 86-24 c1 ad d6 17 4c 56 2a   ....+.h.$....
LV*
   0030 - 47 6c 2f 6b 07 13 f1 21-b0 b1 96 04 db 3c 90 3b   Gl/k...!.....
<.;
   0040 - 6d e4 1f 97 c8 47 3e d0-78 8c 23 69 d5 4d 45 56   m....G>.x.#i.
MEV
   0050 - 20 8f 19 2e e4 c9 13 39-fc cc 65 6b 24 ed 07 b8    ......9..ek
$...
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   0060 - e3 de 6b c7 c1 e4 a9 eb-8a 25 f4 78 01 7d 84 4b   ..k......%.
x.}.K
   0070 - 1b f9 a7 7d 3b 1c aa c8-04 f1 77 17 50 2b 41 de   ...};.....w.P
+A.
   0080 - 03 5f 52 73 f0 66 24 30-60 58                     ._Rs.f$0`X

   Start Time: 1783915381
   Timeout   : 7200 (sec)
   Verify return code: 0 (ok)
   Extended master secret: no
   Max Early Data: 0
---
read R BLOCK
^C

Solution:

These answers may vary.

CAs

x.com – Let's Encrypt

microsoft.com - Microsoft Azure RSA TLS Issuing CA 08

my.gov.au - Entrust OV

To print the Certificate Authority (CA) of a website's certificate, you can use the

following command:

!openssl s_client -connect x.com:443 -showcerts </dev/null 
2>/dev/null | openssl x509 -noout -issuer

Solution:

Yes, this is now enforced by standards. The main reason is to keep the main CA

private key offline, and in day-to-day use, work with the intermediate certificate.

This helps prevent the loss of the main private key in case of a CA compromise.

For example, for x.com there are multiple levels:

Level 0: Leaf certificate issued to x.com
Level 1: Intermediate certificate – Let's Encrypt

Level 2: Root certificate – ISRG Root X1

!openssl s_client -connect x.com:443 -showcerts </dev/null 2>/dev/null | 

CN=x.com
error 20 at 0 depth lookup: unable to get local issuer certificate
error stdin: verification failed

3) Issues in Certificates

In [13]:
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One possible cause of the infamous invalid certificate error is a mismatch between

the domain name listed in the certificate and the actual domain name of the website.

Using your browser, try to visit:

http://testfire.net/

https://testfire.net/

(This is a test website maintained by IBM for demonstrating common web application

vulnerabilities and website defects.)

The first connection is not encrypted, so you will be able to visit the website without

any issues. However, the second attempt uses encryption, and you will receive a

certificate error: NET::ERR_CERT_COMMON_NAME_INVALID .

a) Use openssl and try to find the problem

!openssl s_client -connect testfire.net:443In [ ]:
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Connecting to 65.61.137.117
CONNECTED(00000003)
depth=2 C=US, ST=New Jersey, L=Jersey City, O=The USERTRUST Network, CN=US
ERTrust RSA Certification Authority
verify return:1
depth=1 C=GB, ST=Greater Manchester, L=Salford, O=Sectigo Limited, CN=Sect
igo RSA Domain Validation Secure Server CA
verify return:1
depth=0 CN=demo.testfire.net
verify error:num=10:certificate has expired
notAfter=Jun 21 23:59:59 2026 GMT
verify return:1
depth=0 CN=demo.testfire.net
notAfter=Jun 21 23:59:59 2026 GMT
verify return:1
---
Certificate chain
0 s:CN=demo.testfire.net
  i:C=GB, ST=Greater Manchester, L=Salford, O=Sectigo Limited, CN=Sectigo 
RSA Domain Validation Secure Server CA
  a:PKEY: RSA, 2048 (bit); sigalg: sha256WithRSAEncryption
  v:NotBefore: May 21 00:00:00 2025 GMT; NotAfter: Jun 21 23:59:59 2026 G
MT
1 s:C=GB, ST=Greater Manchester, L=Salford, O=Sectigo Limited, CN=Sectigo 

RSA Domain Validation Secure Server CA
  i:C=US, ST=New Jersey, L=Jersey City, O=The USERTRUST Network, CN=USERT
rust RSA Certification Authority
  a:PKEY: RSA, 2048 (bit); sigalg: sha384WithRSAEncryption
  v:NotBefore: Nov  2 00:00:00 2018 GMT; NotAfter: Dec 31 23:59:59 2030 G
MT
2 s:C=US, ST=New Jersey, L=Jersey City, O=The USERTRUST Network, CN=USERT

rust RSA Certification Authority
  i:C=GB, ST=Greater Manchester, L=Salford, O=Comodo CA Limited, CN=AAA C
ertificate Services
  a:PKEY: RSA, 4096 (bit); sigalg: sha384WithRSAEncryption
  v:NotBefore: Mar 12 00:00:00 2019 GMT; NotAfter: Dec 31 23:59:59 2028 G
MT
3 s:C=GB, ST=Greater Manchester, L=Salford, O=Comodo CA Limited, CN=AAA C

ertificate Services
  i:C=GB, ST=Greater Manchester, L=Salford, O=Comodo CA Limited, CN=AAA C
ertificate Services
  a:PKEY: RSA, 2048 (bit); sigalg: sha1WithRSAEncryption
  v:NotBefore: Jan  1 00:00:00 2004 GMT; NotAfter: Dec 31 23:59:59 2028 G
MT
---
Server certificate
-----BEGIN CERTIFICATE-----18/09/2026, 10:40 Tutorial_7_Solutions
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-----END CERTIFICATE-----
subject=CN=demo.testfire.net
issuer=C=GB, ST=Greater Manchester, L=Salford, O=Sectigo Limited, CN=Secti
go RSA Domain Validation Secure Server CA
---
No client certificate CA names sent
Peer signing digest: SHA256
Peer signature type: rsa_pkcs1_sha256
Peer Temp Key: ECDH, prime256v1, 256 bits
---
SSL handshake has read 6131 bytes and written 1680 bytes
Verification error: certificate has expired
---
New, TLSv1.2, Cipher is ECDHE-RSA-AES256-GCM-SHA384
Protocol: TLSv1.2
Server public key is 2048 bit
Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
   Protocol  : TLSv1.2
   Cipher    : ECDHE-RSA-AES256-GCM-SHA384
   Session-ID: 6A547DD78622B2BCFB1FC25966AEDF0350297FF73E724196910F912789
FE1C9C
   Session-ID-ctx: 
   Master-Key: 3CDC49D76EE0FC13AEF88D518939334A66BAB498024D11A1A012EB5AC2
D5F2688426543B94AE5FD267255D1E56E371B1
   PSK identity: None
   PSK identity hint: None
   SRP username: None
   Start Time: 1783922135
   Timeout   : 7200 (sec)
   Verify return code: 10 (certificate has expired)
   Extended master secret: yes
---

Solution:
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You will see the subject in the certificate is demo.testfire.net , which is

different from testfire.net  that we are trying to visit. Such mismatches are

not allowed by modern browsers.

b) Use SSL Labs to Verify Your Answer

SSL Labs is a useful tool for troubleshooting SSL certificate issues. Try running a

scan for https://testfire.net and review the results.

Then, run a scan for another site such as www.sydney.edu.au for comparison.

Solution:

You will see SSL complaining about the same issue for testfire.net . The

scan for www.sydney.edu.au  may take some time, but it will not generate any

errors.

Verifying the Certificate Chain of Trust with OpenSSL

Before we verify the certificate chain using openssl , it's important to understand

what the chain of trust means in the context of TLS/SSL certificates.

🔐  What is a Certificate Chain of Trust?

When you connect securely to a website (e.g., https://example.com ), your

browser or client needs to verify that the server’s TLS certificate is authentic and

issued by a trusted authority.

This verification doesn't happen in isolation. Instead, it relies on a chain of trust that

connects the server’s certificate to a trusted root certificate authority (CA) that

your system already knows about.

The chain typically includes:

1. Leaf certificate (Server certificate) – belongs to the website (e.g., x.com )

2. Intermediate certificate(s) – issued by a trusted root CA, used to sign the

server certificate

3. Root certificate – issued by a trusted Certificate Authority, pre-installed on your

system

If any certificate in the chain is missing or invalid, verification will fail.

🧪  Using OpenSSL to Verify the Chain of Trust

We can use OpenSSL tools to manually inspect and verify the certificate chain

returned by a server.

We'll perform the following:
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1. Fetch the full certificate chain from the server

2. Extract the certificates

3. Use OpenSSL's verify  command to validate the chain

We'll see this in action using the domain x.com  in the steps below.

4) Use openssl  to verify the chain of trust for x.com

You will need to locate the root certificate store on your Ubuntu system.

Solution:

You can use the following command to connect to x.com  and retrieve the full

certificate chain:

openssl s_client -connect testfire.net:443 -CApath 
/etc/ssl/certs -showcerts

For verified certificate chains you will see the output Verify return code: 0 
(ok)

5) Expired Certificates

Since September 2020, major browser vendors such as Google, Apple, and Microsoft

have enforced stricter rules regarding certificate validity. Publicly rooted digital

certificates that expire more than 13 months (or 398 days) from their creation date

are no longer accepted in modern web browsers. This marked a significant shift from

earlier practices, where certificates were often valid for 8–10 years. The move was

intended to enhance security across the web ecosystem.

a) Explain how this policy improves the security of websites and users.

b) What practical or usability challenges may have arisen during the early stages of

this transition?

Solution:

a) Reduces the possible exploitation window of compromised certificates; acts as

a partial solution to the broken certificate revocation process; allows certificate

owners to upgrade to stronger encryption algorithms and phase out weaker ones

more frequently.

b) Many organizations without automated certificate renewal mechanisms may

face service outages. Frequent certificate maintenance can become tedious,
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especially in IoT environments where there are a large number of distributed

devices.

5) Homework 📚

Please read about the following two concepts:

Self-Signed Certificates

SSL Proxies

Solution:

Self-Signed Certificates

A self-signed certificate is one that is not signed by any CA—neither private nor

public. Instead, the certificate is signed with its own private key, rather than being

issued by a public or private CA. Normally, a certificate’s subject public key is

signed by the CA’s private key. In a self-signed certificate, the subject’s public

key is signed by its own private key. Self-signed certificates are useful for testing

and within internal networks.

Learn more about self-signed certificate risks

SSL Proxies

SSL proxies use a form of Man-in-the-Middle (MITM) attack where the

administering organization installs a trusted certificate on devices within their

network.

More about SSL proxies and HTTPS filtering

 In [ ]:
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